] UBND TINH PONG NAI CONG HOA XA HQI CHU NGHIA VIET NAM
SO THONG TIN VA TRUYEN THONG Péc lap - Tu do - Hanh phic

S6: 1112 /STTTT-CNTTVT Pong Nai, ngay 16 thang 5 niam 2022

VIV 16 hong bao mat CVE-2022-1388 anh
huong Nghiém trong trong
san pham BIG-IP

Kinh gtri:
- Céc co quan dang, nha nudc trén dia ban tinh;
- Céc tO chire chinh tri - x3 hoi thudc dia ban tinh ;
- Viettel Dong Nai, VNPT Dong Nai, Mobifone Dong Nai:
- Trung tam Cong nghé thong tin tinh Pong Nai.

S¢ Thong tin va Truyén thong nhan vin ban 637/CATTT-NCSC ngay
05/5/2022 ctia Cuc An toan thdng tin vé viéc 16 hong bao mat CVE-2022-1388 anh
huéng Nghiém trong trong san pham BIG-IP;

Theo vin ban trén, ngdy 04/5/2022, F5 d3 cong bd thong tin vé 16 hong bao
mat CVE-2022-1388 anh hudng Nghi€ém trong trong BIG-IP iControl REST, cho
phép ddi tuong tan cong khong can xac thuc c6 thé thuc thi 1énh tuy y, tao hodc
x6a tép tin, vo hiéu hoa cac dich vu (thong tin chi tiét 16 hong bao mat cé tai phu
luc kém theo).

Qua danh gia so b ciia Trung tdm Giam séat an toan khong gian mang quéc
gia (NCSC), Cuc An toan thong tin, Viét Nam c6 hang trim hé thong dang sir dung
san pham F5 BIG-IP dé bao vé cho cac hé théng quan trong trén nén tang web nhu
dich vu cong, cac hé théng tai chinh, hé théng quan tri dit liéu,...Do d6 hé théng
nay s€ la muc ti€u ma cac dbi tuong tan cong uu tién, tir d6 thuc hién cac cudc tan
cong nguy hiém hon.

Pé tang cudng dam bao an toan théng tin mang trén dia ban tinh, S Théng
tin va Truyén thong dé nghi Quy don vi chu dong thuc hién cac bién phép sau:

1. Kiém tra, ra soat hé théng thong tin c¢6 kha nang bi anh huong boi 16 hong
trén va c6 phuong an xir 1y, khic phuc 16 hong. Thyc hién cap nhat ban va kip thoi
dé tranh nguy co bi tan cong (tham khao thong tin tai phu luc kém theo); dong thoi
ra soat lai toan bd hé thong thong tin ctia Quy don vi, thudng xuyén kiém tra, danh
gia dé chi dong phat hién va xir 1y kip thoi cac 16 hong bao mat.

2. Tang cudng giam sat va sin sang phuong an xu 1y khi phat hién c6 dau
hiéu bj khai thac, tan cong mang; déng thot thuong xuyén theo doi kénh canh bao
clia cac co quan chiic nang va cac t6 chirc 10n vé an toan thong tin dé phat hién kip
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thoi cac nguy co tan cong mang.

3. Trong trudng hop can thiét c6 thé lién hé du mbi hd tro ciia Cuc An toan
thong tin: Trung tdm Gidm sat an toan khong gian mang qudc gia, dién thoai
02432091616, thu dién ti: ais@mic.gov.vn hodc S& Thong tin va Truyén thong,
dién thoai 0251.3810.269, thu dién tu: attt@dongnai.gov.vn./.

Tran trong./.

Not nhn: KT. GIAM POC
- Nhu trén; : , <
- UBND tinh (b/c); PHO GIAM DOC

- Giam déc va Pho Giam dbe So:
- Luu: VT, CNTTVT, Thinh.

V6 Hoang Khai
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Phu luc
Théng tin vé 16 hong bio mat CVE-2022-1388
(Kém theo van ban s6  1112/STTTT-CNTTVT ngay 16 /5/2022 ciia S6 Théong
tin va Truyén théng)

1. Thong tin cac 16 hong bio mat

- M ta: LS hong ton tai trong BIG-IP iControl REST cho phép ddi tuong
tan cong khong can xac thuc cé thé thuc thi 1énh tuy ¥, chiém quyén diéu khién hé

thong.
- Piém CVSS: 9.8 (Nghiém trong).
- Anh huéng:
2 Phién ban bi anh
San pham Phién ban ! it Ha Ban va
hwong
17.x None 17.0.0
16.x 16.1.0 - 16.1.2 16.1.2.2
15.x 15.1.0-15.15 15.15.1
BIG-1P (all
G-IP(a 14.x 14.1.0-14.1.4 14.1.4.6
modules)
13.x 13.1.0-13.1.4 13.15
12.x 12.1.0-12.1.6 Khong hd tro
11.x 11.6.1-11.6.5 Khéng ho tro

2. Hwéng din khic phuc

Bién phap tdt nhat dé khic phuc 1a cap nhat ban va cho cac 16 héng bao mat
néi trén theo huéng dan cua hang. Quy don vi tham khdo cc ban cap nhat phu hop
cho cac san phém dang str dung tai muc 1 cua phu luc.

Trong truong hop chua thé cap nhat ban va, Quy don vi can thuc hién cac
budc khac phyc thay thé dé giam nguy co bi tan cong nhu sau:

1. Chiin quyén truy cip iControl REST théong qua dia chi IP

Thay do6i cai dat Port Lockdown thanh Allow None cho timg dia chi IP
riéng trén hé théng. Trong trudng hop can phai mé bat ky cong nao, quan tri vién
nén st dung tuy chon Allow Custom (chu y dé khong cho phép truy cip vao
iControl REST).

Luu y: Viéc thuc hién hanh dong nay s€ ngan chan tat ca quyén truy cap vao
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Configuration utility va iControl REST thong qua dia chi IP riéng. Nhiing thay doi
nay ciing c6 thé anh hudng dén cac dich vu khac, bao gdm ca viéc phd v& cdu hinh
High Availability (HA).
2. Chin quyén truy cip iControl REST thong qua giao dién quan ly
Quan tri vién nén han ché quyén truy cip vao giao dién quan ly d6i véi
nhitng ngudi dung va thiét bi dang tin cay. Dé biét thém thong tin va cach dam bao
quyén truy cap vao hé thong thong tin BIG-IP, tham khao tai:
e https://support.f5.com/csp/article/K13092
o https://support.f5.com/csp/article/K46122561
e https://support.f5.com/csp/article/K69354049
Luu y: Viéc han ché quyén truy cap vao giao dién quan 1y bang dia chi IP
trong httpd khong phai 1a mot bién phap khéc phuc kha thi.

3. Sira ddi cau hinh BIG-IP httpd

Déi véi cdc phién ban BIG-IP 14.1.0 tré 1én, BIG-IP 14.0.0 tré vé trude,
BIG-IP 14.1.0 tro lén:

Budc 1: Bang nhap vao TMOS Shell (tmsh) cua hé thong BIG-IP bang 1énh
Sau.

tmsh

Budc 2: M cau hinh httpd dé chinh stra bang cach nhap 1énh sau:

edit /sys httpd all-properties

Budc 3: Xac dinh dong 1énh bat dau véi include none va thay thé none véi
doan sau:

"<If \"%{HTTP:connection} =~ /close/i \">
RequestHeader set connection close

</If>

<Elself \"%{HTTP:connection} =~ /keep-alive/i \">
RequestHeader set connection keep-alive
</Elself>

<Else>

RequestHeader set connection close
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</Else>"

Budc 4: Sau khi cdp nhdp lénh include, st dung phim ESC dé thoat khoi
ché d¢ twong tac cia trinh soan thao, cudi cing luu cac thay doi bang 1énh sau:

‘W(Q

Budc 5: Tai Save changes (y/n/e), chon y dé luu céc thay doi.
Budc 6: Luu cdu hinh BIG-IP bang cach nhan 1énh:

save /sys config

Poéi véi phién ban BIG-IP 14.0.0 tré vé truéc:

Budc 1: Bang nhap vao TMOS Shell (tmsh) ctia hé thong BIG-IP bang 1énh
Sau.

tmsh

Budc 2: M cau hinh httpd dé chinh stra bang cach nhap 1énh sau:

edit /sys httpd all-properties

Budc 3: Xac dinh dong 1énh bat dau véi include none va thay thé none véi
doan sau:

"RequestHeader set connection close"

Budc 4: Sau khi cdp nhdp Iénh include, st dung phim ESC dé thoat khoi
ché do twong tac cia trinh soan thao, cudi cuing luu cac thay doi bang 1énh sau:

‘wq

Budc 5: Tai Save changes (y/n/e), chon y dé luu céc thay doi.
Buéc 6: Luu cdu hinh BIG-IP b@ing cach nhan 1&nh:

save /sys config

3. Tai li¢u tham khao

https://support.f5.com/csp/article/K23605346
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